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Overview

Topics to be covered.
• Scam statistics and data
• Why seniors are targeted
• Common scams
• Prevention tips and red flags
• Reporting scams and how DATCP can help
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Scam Statistics 

* FBI 2025 Internet Crime Report
* 2024 Global Anti-Scam Alliance Report

70% of adults worldwide 
encountered a scam in 2025

Estimated that only 30% of victims 
report being scammed

Adults 60+ accounted for 37% of 
total losses in 2025



WISCONSIN DEPARTMENT OF AGRICULTURE, TRADE AND CONSUMER PROTECTION

Scam Statistics 

* FBI 2025 
Internet 
Crime Report



WISCONSIN DEPARTMENT OF AGRICULTURE, TRADE AND CONSUMER PROTECTION

2025 Cryptocurrency Data

Source:  2025 IC3 Annual Report

Adults 60+ lost more 
money via cryptocurrency 
than any other age group. 
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Scam Statistics

* FTC 2024 Data Book
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Why Seniors Are Targeted

• More money in savings
• Less familiar with latest technologies
• Possible isolation from friends, family, 

community
• Kindness to and willingness to connect 

with strangers and authorities
• For some: Confusion from medication or 

medical conditions
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Scam Trends: Phone

Don’t trust Caller ID (Spoofing)

Robocalls
• Don’t press any buttons
• Do not say “yes”

 
Incoming phone calls = Unknown caller
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Government Imposter Scams

Social Security
• Change in benefits

IRS
• Unpaid taxes
• Threaten intercept

Law Enforcement/FBI
• Warrant for arrest
• Demand payment for fines


2025

Blues

35.28
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Medicare Imposter Scams

The "New Plastic Card" Scam

"Free" Medical Equipment 

Hospice Enrollment Fraud

The "Refund" or "Rebate" Scam

Medicare Advantage "Switching" Scam

1-800-MEDICARE (1-800-633-4227)
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Utility Imposter Scams

Water, Gas, Electric, Telecommunications:

• Threaten to cut off service

• “Crew is on the way”

• Ask victim to “verify” account information

• Personal info

• Payment/Banking info

• Rebate or discount promotion


2025

Blues

14.832
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Tech Support Scam

Starts with a phone call or pop-up window
• Computer is infected with a virus, call this

1-800-number

• Request remote access to victim’s computer

• Install malware, ransomware, etc.

• May access online banking to transfer
money from one account to another
• Talk victim into withdrawing money


2025

Blues

12.672



WISCONSIN DEPARTMENT OF AGRICULTURE, TRADE AND CONSUMER PROTECTION

Romance / Relationship / Sweetheart Scams

• Can start through texting, social media,
online gaming, dating sites, etc.

• Profess their love for you early in the
“relationship”

• Refuse to meet face to face
• Travel expenses needed to meet

• Serving overseas in military

• Encounter major problem, needs money
• Medical/family emergency
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Lottery, Contest, and Sweepstakes Scams

• Film crew, giant check, and brand-
new car arriving tomorrow

• Request payment prior to prize

• Shipping

• Taxes

• Processing fees

• Illegal to play foreign lotteries
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Grandparent Scam

• Grandchild has been arrested or involved in a crash

• “Crash” may involve a broken nose, why?

• May use A.I. to mimic a grandchild’s voice

• Trick you into saying a name

• Get information from social media

• Keep it a secret and don’t tell anyone

• May impersonate law enforcement or lawyer

• Family password
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Investment Scams 

• Cryptocurrency and AI Investment 
Schemes

• Gold and Precious Metal Scams

• “Free Lunch” Seminars and “Senior 
Specialists”

• Rug Pulls

• Pump and Dump Schemes

• Real Estate
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Reverse Mortgage Scams 

• Contractor and Vendor Fraud

• Foreclosure Rescue Scams

• Flipping and Equity Theft

• Investment and Annuity Scams

• Red flags
• Requests to skip required counseling

• Upfront fees

• Claims of “free money”
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How to Avoid Being Scammed

Remember the federal government won't call you. They’ll send a letter.

Avoid urgent, intimidating, and threatening messages.

Don’t trust anyone who wants you to lie or keep something a secret from family 
and friends.

Don’t trust an online romance who refuses to meet or video call.

Never give remote access to your computer.
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How to Avoid Being Scammed (cont.)

Never pay to claim a prize.

Never click links in unknown or unsolicited texts and emails.

Only give to charities you contact directly.

Never follow investing advice from someone you met online.

Be cautious of A.I. impersonating loved ones.

Only trust phone numbers listed on your bills and on the back of the cards in 
your wallet.
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Deceptive Payment Methods (Red Flags)

• Cryptocurrency / Bitcoin kiosks – ATMs 
• Gift cards
• Prepaid Visa / MC cards
• Wiring money
• Mailing cash
• Courier pickup at your residence
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If You Sent Money, Report it ASAP!

Cryptocurrency:
• Contact the FBI at www.ic3.gov.
• File complaint with kiosk vendor and WI DOJ, 
    WI DFI, or law enforcement within 30 days.

Gift Cards/Prepaid Visa or MC:
• Contact the card issuer (e.g., Apple, Amazon, Visa) 

to freeze the funds.

Wiring Money:
• Contact Western Union or MoneyGram.

http://www.ic3.gov/
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If You Sent Money, Report it ASAP!

Bank Transaction:
• Contact your Bank/Credit Union to 

stop/reverse the transaction.

Through the Mail:
• Contact USPS, FedEx, UPS to stop the 

shipment.

Gold / In-Person:
• Contact 911 / local law enforcement.

Don’t be ashamed to ask for help and encourage others to file a complaint. 
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Filing a Complaint With DATCP

• Consumers have several options to submit a complaint:
• File online at ConsumerProtection.wi.gov.

• Download the form on DATCP’s website.

• Contact DATCP’s Consumer Protection Hotline and have a complaint mailed to you.

• Completed complaints and copies of relevant documents should be mailed to:
DATCP Bureau of Consumer Protection
PO Box 8911
Madison, WI 53708-8911

• Hotline staff can schedule onsite appointments to assist with submitting a complaint.
• Video tutorials on DATCP’s website explain how to submit a complaint and what to expect 

afterwards.
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Learn More About DATCP

Facebook

Linked In

Instagram

X (Twitter)

Consumer Protection

REQUEST A PRESENTATION @ DATCP.WI.GOV
• General Consumer Protection
• Safe Online Shopping
• Consumer Protection for Young Adults
• Children’s Online Awareness
• Common Scams & Fraud
• Identity Theft & Privacy Protection
• Scams & Fraud Targeting Small Businesses
• Privacy & Security for Businesses
• Landlord & Tenant - Rights & Responsibilities
• Home Improvement Contracts
• Motor Vehicle Repair
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