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SCAM STATISTICS 

Almost half of the world encounters a 
scam at least once a week

Estimated that only 30% of victims 
report being scammed

Worldwide losses are estimated to be 
$1.03 trillion

* 2024 Global Anti-Scam Alliance Report

* FTC 2024 Data Book
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SCAM TRENDS: TEXT/EMAIL

Text/Email

• Malicious Links

• Hidden Sender

• Hacked Accounts

• Fake Phone Numbers
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SOCIAL MEDIA

• Fake Ads with links to click

• Too good to be true:
• Gift card giveaways
• Investment offers
• Items for sale (fake online 

retailer?)
• Marketplace scams 

• Imposter accounts
• DMs / messages
• Romance scams
• Investment scams
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SCAM TRENDS: PHONE

Don’t trust Caller ID (Spoofing)

Robocalls
• Don’t press any buttons
• Do not say “yes”

Incoming phone calls = unknown 
caller
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ARTIFICIAL INTELLIGENCE AND SCAMS

Voice Cloning

• It only takes 3 seconds of audio to mimic a family member or co-

worker’s voice.   Audio can be downloaded from social media.

Deep Fakes

• Impersonate public figures or create fake charity appeals after disasters

Phishing
• A.I. helps craft very convincing phishing emails and fake websites

Spear phishing

• A.I. analyzes your online and social media presence to help create highly 

personalized “spear phishing” attacks

Chatbots
• Scammers can respond in real time with relevant, and convincing responses
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• Cryptocurrency / Bitcoin Kiosks – ATMs

• Gift Cards

• Prepaid Visa / MC cards

• Wiring money

• Mailing cash

• Courier pickup at your residence

DECEPTIVE PAYMENT METHODS (RED FLAGS)
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GOVERNMENT IMPOSTER SCAMS

Social Security
• Change in benefits
IRS
• Unpaid taxes
• Threaten intercept
Medicare
• Expiring benefits
• Try to obtain Medicare #
Law Enforcement/FBI
• Warrant for arrest
• Demand payment for fines


2025

Blues

35.28


2025

Blues

35.136
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UTILITY IMPOSTER SCAMS

Water, Gas, Electric, Telecommunications:

• Threaten to cut off service

• “Crew is on the way”

• Ask victim to “verify” account information

• Personal info

• Payment/Banking info

• Rebate or discount promotion


2025

Blues

14.832
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TECH SUPPORT

https://www.youtube.com/watch?v=wuj5tvnbJwg
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TECH SUPPORT

Starts with a phone call or pop-up window
• Computer is infected with a virus, call

this 1-800-number
• Request remote access to victim’s

computer
• Install Malware, Ransomware, Etc…
• May access online banking to transfer

money from one account to another
• Talk victim into withdrawing money


2025

Blues

12.672
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ROMANCE / RELATIONSHIP / SWEETHEART SCAMS

• Can start through texting, social media, 
online gaming, dating sites, etc.… 

• Profess their love for you early in the 
“relationship”

• Refuse to meet face to face
• Travel expenses needed to meet
• Serving overseas in military

• Encounter major problem, needs money
• Medical/family emergency
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LOTTERY, CONTESTS & SWEEPSTAKES SCAMS

• Film crew, giant check, and brand-
new car arriving tomorrow

• Request payment prior to prize
• Shipping
• Taxes
• Processing fees

• Illegal to play foreign lotteries
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GRANDPARENT SCAM

https://www.youtube.com/watch?v=QEPdo_DvakY
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GRANDPARENT SCAM

• Grandchild has been arrested or involved in a crash

• “crash” may involve a broken nose, why?

• May use A.I. to mimic a grandchild’s voice

• Trick you into saying a name

• Get information from social media

• “Shhhh” don’t tell anyone

• May impersonate law enforcement or lawyer

• Family password
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AUTO WARRANTY SCAM

“We’re trying to reach you about your 
car’s warranty”

• Often a robocall or a mailing

• Urgent - only available for a limited
time

• Offers no actual coverage


2025

Blues

23.616
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CHARITY SCAMS

Charities are non-profit

• Not covered by the “Do Not Call List” 

• Often say they support local fire and 
police services

• Impossible to tell a real call from a fake 
call

• www.Charitynavigator.org

http://www.charitynavigator.org/
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INVESTMENT SCAMS – FTC 2024 

Dfi.wi.gov 
(608) 261-9555

Pig Butchering
$75 Billion in 2023 worldwide

AARP Report
95% of Investment Scams involve 
Cryptocurrency 

Only invest with someone you 
know & trust



WISCONSIN DEPARTMENT OF AGRICULTURE, TRADE AND CONSUMER PROTECTIONWISCONSIN DEPARTMENT OF AGRICULTURE, TRADE AND CONSUMER PROTECTION

CRYPTOCURRENCY
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HOW TO AVOID BEING SCAMMED

• Remember the Federal government won't call you.  They’ll send a letter
• Avoid urgent, intimidating, & threatening messages
• Don’t trust anyone who wants you to lie or keep something a secret from family and 

friends
• Don’t trust an online romance who refuses to meet or video call
• Never give remote access to your computer
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HOW TO AVOID BEING SCAMMED (CONT.)

• Never pay to claim a prize
• Never click links in unknown or unsolicited texts and emails
• Only give to charities you contact directly
• Never follow investing advice from someone you met online
• Be cautious of A.I. impersonating loved ones
• Only trust phone numbers listed on your bills and on the back of the cards in your 

wallet
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WHAT IS BEING DONE

STIR/SHAKEN
• Framework for an industry-standard caller ID 

authentication technology
• When a call fails authentication, you get a 

message alerting you of a potential scam 
Operation Stop Scam Calls

• A joint initiative by Federal and State 
agencies to stop illegal telemarketing calls
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DO NOT CALL LIST:  TELEMARKETING VS SCAM CALLS

Register at DoNotCall.gov or (888) 382-1222

Wisconsin Do Not Call Registry
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WHAT YOU CAN DO?
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HOW TO STOP SOME UNWANTED CALLS
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VICTIM OF A SCAM

• Report to local law enforcement and www.ic3.gov as 
quickly as possible 

• Notify financial institution(s) to stop the transaction

• If you mailed money or gift cards, contact USPS as 
soon as possible to stop shipment

• File a complaint w/ WI Bureau of Consumer Protection

• Don’t be ashamed and allow an opportunity to help

• Support others and encourage them to file a complaint  

http://www.ic3.gov/
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FILING A COMPLAINT WITH DATCP

• Consumers have several options to submit a complaint:

• File online at ConsumerProtection.wi.gov.

• Download the form on DATCP’s website.

• Contact DATCP’s Consumer Protection Hotline and have a complaint mailed to you.

• Completed complaints and copies of relevant documents should be mailed to:
DATCP Bureau of Consumer Protection
PO Box 8911
Madison, WI 53708-8911

• Hotline staff can schedule onsite appointments to assist with submitting a complaint.

• Video tutorials on DATCP’s website explain how to submit a complaint and what to 
expect afterwards.
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LEARN MORE ABOUT DATCP

Facebook

Linked In

Instagram

X (Twitter)

Consumer Protection

REQUEST A PRESENTATION @ DATCP.WI.GOV
• General Consumer Protection

• Safe Online Shopping

• Consumer Protection for Young Adults

• Children’s Online Awareness

• Common Scams & Fraud

• Identity Theft & Privacy Protection

• Scams & Fraud Targeting Small Businesses

• Privacy & Security for Businesses

• Landlord & Tenant - Rights & Responsibilities

• Home Improvement Contracts

• Motor Vehicle Repair
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(800) 422-7128 – DATCPHotline@Wisconsin.gov – datcp.wi.gov 

Division of Trade and Consumer Protection | Bureau of Consumer Protection 
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