CONSUMER ALERT

Malware-Linked Spam Emails Misusing Names of
Major Online Services

Release Date: January 27, 2016 Media Contact: Jerad Albracht, 608-224-5007
Bill Cosh, Communications Director, 608-224-5020

Editor’s Note: Screenshots of fake WhatsApp and Gmail emails are included on the second
and third page of this release.

datcp.wi.gov

MADISON — What’s up with fake WhatsApp emails? Malware...that’s what.

The latest fraudulent e-mail messages to flood inboxes are using the names of popular online
services to trick readers into downloading malware to their devices.

Watch for messages from senders with names like:
e WhatsAppNotifier
e WhatsAppReminder
e The YoutubeSupport
e Auto Gmail Notifier
e Automation FacebookService

Delete these emails immediately without opening them and never click the links in the
message.

The email addresses associated with the supposed sender have nothing to do with the service in
question and are likely hacked accounts.

These emails typically claim that you have a missed voicemail or a deferred or missed
notification. If you open the email, you will find little more than a link to supposedly hear the
voicemail or read the missed message. Clicking the “Play” or “View notifications” (or similar)
button or the link in the email will open a website that tries to fool you into downloading
malware to your device.

For additional information or to file a complaint, visit the Consumer Protection Bureau at
http://datcp.wisconsin.gov, send an e-mail to datcphotline@wisconsin.gov or call the
Consumer Information Hotline toll-free at 1-800-422-7128.

Connect with us on Facebook at www.facebook.com/wiconsumer.
Hit
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Fake WhatsApp email

Incoming voicemail 7:22AM r ¥ x
WhatsAppNotifier ( j@mail2 a.com) Add to cc Actions v
To @hotmail.com %
From: WhatsAppNotifier ( j@mail2 r.com) Your junk email filter is set to
exclusive.
Sent: Wed1/20/16 12:22 AM
To: @hotmail.com

Whats App

Missed voicemail.

Jan 20 7:22 AM
05 seconds

autoplay

@ Whats App




Fake Gmail email

Hey, You have missed notifications lucille ™V x
Auto Gmail Notifier (¢ j@t ail.com) Addto contacts | 1/24/16 Actions v
To: @hotmail.com &
From: Auto Gmail Notifier (¢ j@F sil.com)  Your junk email filter is set to exclusive,
Sent: Sun1/24/16 12:24 PM
To: @hotmail.com
Gmail

You have missed notification.

View notifications.

Respectfully
Gmail team

This notification was sent to @hotmail.com; Don’t want occasional updates about Gmail activity and friend
suggestions? Change what notification Gmail sends you. Google Inc., 1600 Amphitheatre Pkwy, Mountain View, CA
94043 USA




